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Abstract
Artificial intelligence companies have seen a rapid growth
in the adoption and deployment of LLM services within the
past five years, creating widespread availability for querying
LLMs over the Internet. Many prior works have examined the
privacy implications of such services. However, to the best of
our knowledge, no prior work has addressed identifying LLM
traffic within the much broader scope of all Internet traffic.
Such a capability would aid network researchers to filter and
examine LLM traffic from full packet captures and also help
network administrators better monitor, troubleshoot, and
provision their network based on increasing LLM traffic. In
this paper, we propose an approach to reliably identify LLM
traffic when it is mixed with non-LLM traffic in enterprise
networks, even when payloads are encrypted. We first col-
lect data, generating both LLM and non-LLM traffic using
Selenium-based bots, totaling to over 14 million packets and
over 10 GB of data. We abstract packets to flowlets, enabling
our system to analyze finer-grained metadata features in
a 5-tuple flow. We also examine directionality, differentiat-
ing between server-to-client (incoming) and client-to-server
(outgoing) traffic along with various inter-arrival times. Fi-
nally, we train various ML models for three popular browser-
based LLM services—ChatGPT, Gemini, and Claude, achiev-
ing accuracies ranging from 0.817− 0.984. Through in-depth
analysis, we share several lessons learned and takeaways, as
well as the defining traits of LLM traffic.

1 Introduction
Large Language Models (LLMs) and their applications have
become a massively diverse market with many services avail-
able to the general public. Browser-based chat applications,
like ChatGPT and Google Gemini, are one such service, and
they represent a unique opportunity for evaluating LLM
client-server communication over the Internet.

There are many reasons to have the ability to identify traf-
fic generated by LLM usage. Just like any traffic classification
work, such visibility is helpful for network administrators
when managing their networks—monitoring, troubleshoot-
ing, traffic engineering, planning, and provisioning. Another
prime use case is for educational environments, where there
are times, such as exam blocks, where students should not
query LLMs. Workplaces, like government contractors with
security clearances, handling privileged information would
want to restrict LLM usage as LLMs may train on their data.

Performing standardized research on network administrator
capability to identify LLM traffic flows is also important for
understanding user privacy.

In particular, for LLM traffic research, many related works
focus on extracting query, agent, or personal information
via side-channel attacks that exploit traffic patterns [3, 16,
29, 30, 32, 33, 36]. Yet, an overwhelming body of research on
the privacy and security behind browser-based LLM services
makes a critical assumption that traffic is already classified
as LLM traffic. This guarantee, however, does not exist in the
real world—LLM traffic is typically encrypted and streamed
alongside all the rest of the traffic on the Internet. Thus, a
solution to this problem involves filtering LLM traffic from
the sea of non-LLM traffic, enabling prior research to bridge
from test environments to a broader set of applications on
the open Internet.
Browser-based LLM traffic identification is challenging.

IP address-based identification is meaningless due to the
extensive usage of Content Distribution Network (CDN) for
hosting LLM services, as well as the possibility of using VPNs.
Destination port-based classification is irrelevant due to the
use of HTTPS, and application payload-based identification
is also hard, if not impossible, due to TLS encryption. In this
case, the standard approach is to perform statistical analysis
on flows to identify the defining traits in metadata features
such as packet size, timing, and direction [8]. Past research
shows machine learning (ML) models are powerful tools for
traffic classification and identifying such defining traits [19].

To this end, we present a ML-based LLM traffic identifier
system that can reliably filter LLM-generated traffic from a
full packet capture that also includes a vast amount of non-
LLM traffic. Our best model shows accuracies of 94.4%, 97.4%,
and 98.4% for identifying Gemini, ChatGPT, and Claude traf-
fic with F1 scores ranging between 90.2–93.0%.

Building such a reliable system is inherently challenging.
First, traffic classification in general is difficult due to the
limited availability of high-quality labeled data [10]. Second,
identifying and extracting finer-grained features in a 5-tuple
flow is nontrivial. In particular, it is unclear how many pack-
ets, bytes, or time intervals should be aggregated in a single
flow to form a meaningful flow segment that successfully
captures the defining characteristics of LLM-generated traf-
fic. Consequently, an open question is what granularity of
flow segmentation best serves as input to an ML model for
both training and inference.
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To address these challenges, we first create two Selenium-
based bots, each for generating LLM and non-LLM traffic.
Our non-LLM traffic generating bot visits the most visited
top-100 websites and performs around 10 actions (e.g., open
new page, enter search) per website while adding random
artificial delay to mimic realistic human browsing behavior.
For our LLM traffic generation, we manually create a prompt
bank that consists of over 60 prompt chains from various
categories. Each chain of prompts contains 1–5 prompts that
are sent in the same conversation. Our bot selects random
prompt chains from the bank to generate LLM traffic with
ChatGPT, Claude, and Gemini.
For flow segmentation, we employ the flowlet abstrac-

tion to capture a finer-grained feature of a connection. The
flowlet abstraction is a powerful notion successfully used
in traffic engineering, switching, load balancing, and traffic
analysis [15, 23, 27, 31]. We leverage this concept in traffic
classification, which allows us to gain granular insight on
flowlet-level characteristics in LLM and non-LLM flows.

We train and evaluate three different classification models:
Random Forest, XGBoost, and SVM. We deliberately focus
on traditional classification models as previous works show
such models achieve high accuracy and inference perfor-
mance while imposing low overhead, to the point where even
real-time line-rate inference is possible via in-network ML
systems that run on programmable switches [2, 13, 38, 39].
We argue that compute-intensive deep learning-based mod-
els, which requires GPUs, are not well justified for the given
task and leave this as future work.

Our contributions are as follows:

• We build an automated data collection framework
using Selenium to generate and capture LLM traffic
acrossmultiple providers and non-LLM traffic against
top 100 webistes.
• Through the above pipeline, we introduce a large-
scale, balanced dataset of 674,852 cleaned flowlets,
consisting of approximately 50% LLM traffic and 50%
non-LLM traffic, whichwill be publicly available after
publishing.
• We design and implement an LLM traffic flow classi-

fier capable of distinguishing general LLM-generated
traffic from non-LLM traffic.
• Through in-depth analysis, we identify the defining

traits of general LLM traffic. In particular, LLM traffic
is characterized by a steady steam ofmoderately sized
packets, typically a few hundred bytes, bottlenecked
by an LLM service provider’s generation cadence
rather than by network (e.g., bandwidth, congestion
control, etc) that the traffic flows on.

2 Background and Related Work
Side-channel attacks on encrypted LLM traffic: Several
previous works focus on exposing user queries, the agent in
use, or other personal information via side-channel attacks
against encrypted LLM traffic. Many of these works exploit
comprehensive traffic pattern analysis to extract such sen-
sitive information [3, 16, 29, 30, 32, 33, 36]. However, such
works all assume that LLM traffic is already identified, fil-
tered, and given to their to their inference system. In reality,
identifying and filtering only LLM traffic from a comprehen-
sive packet capture is a non-trivial task that has not yet been
established. A method that reliably filters only LLM traffic
would expand the scope of these side-channel attacks to real-
world traffic flows rather than just research experiments.
Traffic classification and website fingerprinting: Traf-
fic classification methods arose with the goal of providing
network administrators and ISPs with improved information
such that they could better partition resources and optimize
network performance [25]. Initial methods like port-based
protocol identification and IP address tagging/flagging had
success in early traffic classification approaches [20]. As
more services shift to cloud/CDNproviders and becomemore
web-based, however, a shift to ML-based traffic classification
methods began [18]. This set of methodologies establish a
clear setup to begin identifying specific web pages or appli-
cations instead of general traffic patterns and protocols, even
in the presence of privacy-preserving technologies.

Website fingerprinting (WF) is a well-researched approach
to identifying applications via traffic flow analysis, applica-
tion signatures, and classification models [25]. Prior research
has found success using fingerprinting techniques for traffic
classification even with Tor, demonstrating the feasibility
of our goal of robust LLM classification regardless of Tor or
VPN usage [22]. These methods are often tailored to specific
web pages, however, and are thus not entirely applicable to
our goal of identifying LLM usage across services—we in-
stead focus on methodologies that approach general process
identification (like streaming or browsing).

Another failure of initial WF methods is the overreliance
on static statistical features which do not effectively harness
the burstiness of TCP traffic. Liu et. al re-framewebsite traffic
as a sequence of states through Markov modeling, which
captures the time dependencies regardless of encryption [14].
This demonstrates network traffic as a structured, stochastic
set of packets that changes in a temporal pattern related to
application activity. We intend to abstract this workflow of
remodeling encrypted traffic data and training models to a
more generalized application of fingerprinting LLM versus
non-LLM traffic, inferring that LLM client-server interactions
likely have similarities in their packet patterns.
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Figure 1: Classification of network traffic into flows
and flowlets, used for more fine-grained insight into
flow-level behavior.

3 High-level Approach and Design
In this section, we present the high-level approach and de-
sign of our system, focusing on how traffic is processed and
features are extracted for model usage. Figure 2 illustrates
our overall system design with two main components: data
collection pipeline and classification pipeline.

3.1 Traffic Organization: Flowlets
Network packets can be classified into 5-tuples with times-
tamps regardless of encryption, where each 5-tuple contains
src-IP, dst-IP, src-port, dst-port, and protocol. A traffic “flow”
can be identified as all of the packets with identical 5-tuple
characteristics, which represents a one-way connection (and
all of the corresponding communication) between two end-
hosts. When labeled by timestamp, flows can be partitioned
according to a time threshold into "flowlets" that represent
more fine-grained aspects of the connection, like individ-
ual messages as part of a larger conversation between two
hosts, resulting in granular insight on flow-level behaviors
[15]. Flowlets have been identified as powerful tools in traf-
fic switching methods, as they more accurately harness the
burstiness of TCP-based networking protocols - we thus ap-
proach the LLM versus non-LLM classification problem with
a focus on flowlet-based models.
We have not found any substantial datasets of general

LLM traffic that can be used for fingerprinting, however, so
we establish our own data collection methods for automating
collection of both LLM and non-LLM traffic data at three
different flowlet timeout thresholds (section 4).

Figure 2: General approach to the LLM versus non-LLM
classification problem; two pipelines (data collection
and classification) address the separate problems of
the lack of data and actual traffic classification.

3.2 Feature Selection
After collecting an adequate dataset of LLM and non-LLM
flowlets, we move on to selecting which features are best for
distinguishing LLM from non-LLM flowlets. We began with
over 15 features and narrowed down our model to 7 distinct
features that were most representative of LLM flowlets. All
of these features are related to the characteristics of the
flowlet itself, the packets within the flowlet, or inter-packet
relationships of the flowlet. The 7 features we selected were:
• Packet Size Standard Deviation
• Packet Size Mean
• Total Bytes
• Packet Count
• Inter Packet Time Standard Deviation
• Duration
• Inter Packet Time Mean

These features were selected because they capture the
characteristics of flowlet behavior that are expected to differ
between LLM and non-LLM traffic. In particular, packet size
statistics (mean and standard deviation) and total bytes re-
flect the distribution of payload transmission. Features like
packet count within a flowlet, inter-packet time statistics,
and duration capture the overall volume of a flowlet as well
as the burstiness and pattern of packet transmission within
a flowlet.

These feature choices are also supported by prior work in
encrypted traffic analysis and website fingerprinting, where
statistical and temporal properties such as packet size dis-
tributions, inter-arrival times, and flow-level aggregation
have been shown to be highly discriminative for classifica-
tion tasks [12, 20, 21]. In particular, time-based features and
burst-level characteristics have been widely used to capture
behavioral patterns in encrypted traffic without relying on
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payload inspection [12]. By focusing on these aggregated,
flowlet-level features, we avoid reliance on payload inspec-
tion and instead leverage observable traffic patterns that are
more robust to encryption and generalize across providers.

3.3 Model Selection
With the traffic structure organized and the feature space
defined, we proceed to our classification approach, which
splits our data and trains three types of machine learning
classifiers commonly used in website fingerprinting method-
ologies (Section 5). Finally, models are assessed on typical
ML classifier metrics like accuracy, recall, and F1 score (Sec-
tion 6). Our suggestions for flowlet-to-flow aggregation are
discussed alongside other future work and limitations in our
discussion section (Section 7). Our methods are visualized in
Figure 2.

4 LLM and Non-LLM Traffic Dataset
Our data pipeline aims to capture transport-layer packets
and parse them into flowlets at three separate thresholds:
0.05 seconds, 0.1 seconds, and 0.2 seconds. We chose these
thresholds to prevent packet reordering and preserve burst
structure based on the idle gaps commonly implemented
at around 50–100 ms in robust traffic machine learning pa-
pers [27]. As a result, we create a dataset of flowlets at each
threshold and their corresponding statistical information. Ad-
ditionally, each capture includes a mapping of IP addresses
to LLM services, thus flowlets can be directly labeled as LLM
or non-LLM. To manually label LLM flowlets, we leverage
a temporary user provided sslkeylogfile to decrypt the
HTTPS payload, allowing us to extract required information
to determine ground truth LLMs flowlets. However, because
most LLM services are hosted by CDNs such as Cloudflare,
using known LLM IP address ranges to identify encrypted
LLM flows is generally ineffective.

4.1 Data Collection
Our research artifacts and codebase will be published post-
approval, and our dataset will also be publicly available.
Collecting non-LLM traffic:We follow Qian et. al’s 2024
methodology for collecting mass amounts of non-LLM web-
site traffic via a Selenium bot, with some adaptations made to
better fit our use case [24]. A pre-queried list approximating
top-100 websites (omitting LLM services), like nike.com and
youtube.com, is fed to a Selenium bot, which visits these sites
and performs around 10 actions on each one. These actions
are geared towards generating additional network traffic
(opening new pages, making inter-page searches, etc.) while
incorporating artificial delay to more closely mimic human
activity. An important note is that this activity was static
and did not include more complex interaction like video

streaming. Thus, we supplement the captures by also manu-
ally browsing the web with more complex activity at capture
time. A Python capture script is run alongside the Selenium
bot to capture all traffic on the specified interface using
tshark (a CLI version of Wireshark), parsing flowlets and
sending them to our privately-hosted MongoDB database.
The final result consists of three documents—one each for
0.05, 0.1, and 0.2 second thresholds—containing the parsed
flowlets for the traffic recorded on the specified interface dur-
ing capture time. We also wanted to mix non-LLM data from
another source for a robust baseline of representative back-
ground traffic, thus we requested access to the CAIDA UCSD
Anonymized Internet Traces Dataset - 2019 [4], which was
the most recent year available and is guaranteed to not con-
tain any LLM traffic because it is prior to the public release
of ChatGPT (2022). After receiving approval, we parsed the
raw pcap files into flowlets using the same methodology and
incorporated the data into our database. Since directionality
is unknown we left this field empty; therefore, the CAIDA
data do not play a role in the directionality ratio of Figure 4.
Collecting LLM traffic: First, we manually create a prompt
bank with LLM assistance, querying an OpenAI gpt-4o-mini
API endpoint to produce 62 entries. An entry in the prompt
bank represents a chain of prompts, and each chain contains
1–5 prompts that are sent in the same conversation. Addi-
tionally, the entry has an overall category that describes the
prompt chain, like debugging help or productivity planning.
A Selenium bot, which operates in either a Chrome or Fire-
fox browser, randomly selects a prompt chain and pastes
the first prompt into the designated LLM service - this is
done to reduce the impact of the script failing prematurely
and thus executing the first prompts disproportionately. In
this study, we use ChatGPT, Claude, and Gemini. After a
random delay for the response to be generated (injected to
more accurately mimic human-LLM interaction, the bot en-
ters the next prompt in the prompt chain. The bot continues
until all prompt chains selected and used, an error occurs,
or manual halting. The same Python capture script used for
non-LLM traffic runs in parallel to the Selenium bot to collect
the device’s network traffic. However, this time the script
additionally identifies and collects the particular LLM service
by IP address used for each prompt. Such label information
is required for model training purposes later. These scripts
are presented as pseudocode in Algorithms 1 and 2 in the
appendix.

4.2 Scalable Data Storage and Retrieval
A document database such as MongoDB serves as the central
authority for storing parsed network captures and their de-
rived flowlets. During the flowlet parsing stage, the pipeline
persists each capture’s metadata together with the full set
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Figure 3: CDFs of key dataset metrics (mean values in gray)

of flowlet-level features into a single MongoDB document,
enabling downstream analysis and supervised model work
without requiring repeated recomputation. In the codebase,
the MongoDB representation is implemented via dataclasses
designed to mirror the project’s expected in-memory schema,
which provides a consistent structure for ingestion and later
export, including fields for traffic identity, timing character-
istics, statistical summary features, and model-related labels
or predictions.

4.3 Summary of Dataset
The MongoDB schema is capture-centric, with each cap-
ture stored as a single document keyed by file path. Each
document contains metadata (timestamp, status, endpoint-to-
LLM mappings) and an embedded array of flowlets, where
each flowlet encodes flow identity, annotations (e.g., traf-
fic class, LLM label), directionality, and aggregated timing
and size statistics. Optional fields support model predictions
and ground-truth labels. To reduce storage overhead, raw
per-packet sequences may be omitted in favor of summary
statistics, with future work needed to evaluate the impact
on the downstream results of this choice.
For model development, subsets of the cloud database

are exported as local snapshots. Each snapshot consists of
a manifest file describing the export and a directory of per-
capture JSON documents that preserve the original nested
structure. The export process supports query-based filtering
(e.g., by time range or LLM label), enabling controlled dataset
construction and reproducible offline training.

Table 9 provides a high-level look at our datasets numbers
while Figure 4 visualizes our packet and flowlet count direc-
tion ratio for LLM and non-LLM traffic. Our resulting dataset
contains 674,852 total flowlets split roughly evenly between
LLM (334,428; 49.6%) and non-LLM (340,424; 50.4%) traffic,
indicating a balanced binary classification benchmark. The

Figure 4: Direction cardinality comparison between
LLM and non-LLM traffic classes - the first figure shows
the packet count ratio while the second figure shows
the flowlet count ratio.

threshold versus flowlet count split followed an expected lin-
ear trend, with a 269,419 (41.02%) / 213,001 (32.43%) / 174,400
(26.55%) split for 0.05s, 0.1s, and 0.2s accordingly. Among
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Table 1: Core dataset statistics

Traffic class Flowlets Dur. mean Pkts mean Bytes mean

All flowlets 674,852 0.082 21.072 15,001
LLM 334,428 0.061 16.875 13,260
Non-LLM 340,424 0.102 25.195 16,711

LLM flowlets, Gemini contributes the largest share (129,408),
followed by Claude (108,807) and ChatGPT (96,213) - we
expect this to be due to Gemini having more spaced-out
packets that accrue a higher quantity of total flowlets. Fig-
ure 4 shows that directionality of LLM traffic differs between
packet counts and flowlet counts; there are more outgoing
packets from the user’s perspective and roughly symmetric
incoming/outgoing flowlets. Non-LLM traffic instead has
a similar packet and flowlet incoming/outgoing ratio with
more outgoing in both measurements. Across both LLM and
non-LLM traffic, the protocol composition is heavily TCP-
dominated. UDP, ICMP, and other protocols contributed neg-
ligibly due to all network traffic to/from the machine being
recorded alongside Selenium-driven data during non-LLM
captures (capturing artifacts like routing protocols and any
other user activity on the machine, leading to more a rep-
resentative dataset). This protocol distribution is expected,
given that modern web services (LLM or otherwise) commu-
nicate almost exclusively over HTTPS.

5 Selection of Classification Models
The selected classifiers—Random Forest, Support Vector Ma-
chine (SVM), and XGBoost—were chosen to represent and
evaluate a diverse set of machine learning models commonly
used in network traffic classification. Prior work has proven
that these models achieve strong performance in tasks such
as traffic classification and anomaly detection in networks. In
particular, ensemble methods such as Random Forest provide
robust performance on high-dimensional and noisy network
data [1], while SVMs are effective at capturing complex, non-
linear decision boundaries [7]. Gradient boosting approaches
such as XGBoost have further demonstrated state-of-the-art
performance on structured datasets due to their ability to
model intricate feature interactions [6]. These models are
widely adopted in the network security and traffic analysis
literature, where they achieve high accuracy across a vari-
ety of classification settings. Lashkari et al. (2017) employ a
Random Forest classification methodology to characterize
Tor traffic flows, Panchenko et. al (2016) use SVM models
to greatly improve Tor classification methods, and Sheikhi
& Kostakos (2024) fingerprint malicious websites using XG-
Boost classificationmodels—all model works illustrating how
these classifier choices are suited for the task [9, 21, 26].

6 Evaluation
In this section, we evaluate the effectiveness of our proposed
framework for detecting LLM traffic in encrypted traffic. We
present the classification model’s performance, the impact
of directional modeling, feature importance, and robustness
across different flowlet configurations.

We evaluate ourmodels on the dataset described in Section
3, consisting of both LLM-generated traffic (ChatGPT, Gem-
ini, Claude) and non-LLM background traffic. The dataset is
partitioned into training and testing sets using an 80/20 split.
For model analysis, we use four different metrics: Accuracy,
Precision, Recall, and F1 score. We conduct all experiments
across three flowlet partition thresholds: 𝛿 ∈ {0.05, 0.1, 0.2}
seconds.

6.1 Overall Classification Performance
Table 2 summarizes model performance across LLM
providers and types of machine learningmodels for incoming
flowlets at the 0.1s flowlet timeout threshold.

Table 2: Overall incoming-traffic model performance
on LLM flowlet classification (flowlet timeout thresh-
old 𝛿 = 0.1s). Best metrics by provider are highlighted
in green.

Model Accuracy Precision Recall F1

Gemini Random Forest 0.944 0.964 0.899 0.930
Gemini XGBoost 0.941 0.961 0.896 0.927
Gemini SVM 0.867 0.916 0.749 0.824
ChatGPT Random Forest 0.974 0.951 0.865 0.906
ChatGPT XGBoost 0.970 0.916 0.866 0.890
ChatGPT SVM 0.883 0.835 0.218 0.346
Claude Random Forest 0.984 0.902 0.902 0.902
Claude XGBoost 0.983 0.895 0.902 0.899
Claude SVM 0.950 0.731 0.637 0.681

Takeaway #1: Tree-based models outperform linear
models when filtering LLM from non-LLM traffic. Tree-
based models (Random Forest and XGBoost) consistently
outperform SVM across all metrics. Overall, Random Forest
performs the best across all LLM providers. This result is
consistent with previous works that found that ensemble
methods such as Random Forest and Gradient boosting ap-
proaches such as XGBoost provide robust performance on
high-dimensional and noisy network data [1, 6].
Takeaway #2: Models show high accuracy and preci-
sion, but low recall.Overall, the results for the three providers
show that the accuracy of each model is consistently higher
than its corresponding precision, followed by a more signif-
icant drop in recall. Additionally, the low recall results are
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the driving force lowering F1 scores across all of our models,
providers, and timeout thresholds. In the use case of identi-
fying LLM traffic, we argue precision is more important than
recall. In other words, it is critical to be correct when a traffic
is flagged as LLM traffic, i.e., have a low false positive rate. It
is worse to incorrectly drop, throttle, or perform LLM traffic
analysis on non-LLM traffic than missing some portion of
LLM traffic.

6.2 LLM Provider Comparison
Across LLM providers, there are meaningful differences in
how distinguishable LLM traffic is even though they were
evaluated under the same feature representation and classi-
fication framework.
Takeaway #3: ChatGPT is easiest to identify, followed
by Claude and Gemini. ChatGPT traffic is consistently
the easiest to identify. It achieves the strongest balance be-
tween precision (0.936) and recall (0.732), indicating that its
flowlets exhibit more stable and separable patterns. ChatGPT
responses appear to follow more regular timing structures,
which likely contributes to more deliberate classification.
Claude traffic is much more difficult to detect. Both the pre-
cision and recall drop to 0.768 and 0.627 respectively, indicat-
ing that a large fraction of Claude flowlets are misclassified
as non-LLM traffic. Although the accuracy is still as high
as 0.944, the lower recall indicates more false negatives for
Claude as a provider. Gemini’s results show a lower preci-
sion than ChatGPT, but a higher recall. This indicates that
there may be more false positives, but there are also less false
negatives identified in this model. Although this tradeoff is
notable a precision score of 0.914 and recall of 0.867 are still
strong in this case.

6.3 Classification with Combined Model
Each of the three per-provider models described in the previ-
ous sections is a binary classifier answering a narrow ques-
tion: does this flowlet look like traffic from my provider’s LLM?
Any single expert has only seen exactly one kind of LLM
traffic in training, so its recall on the full LLM population is
inherently capped. To recover the more general question—
is this flowlet LLM traffic at all?—we train two mixture-of-
experts “overseers” on top of the three existing models and
compare them: max-probability overseer and stacked overseer.
The max-probability overseer declares LLM traffic when-

ever max𝑒 𝑝𝑒 (𝑥) ≥ 0.5. The stacked overseer instead feeds
the expert probabilities plus five aggregate statistics (max,
min, mean, std, spread) into an XGBoost meta-learner trained
on group-aware out-of-fold predictions (5-fold GroupKFold
on the flow 5-tuple). As a control, we also train a single all-
LLM expert that reuses the same feature pipeline but sees
every LLM provider at once during training; this expert is

evaluated standalone and also added as an optional fourth
input to both overseers. The train/test split holds out 20%
of flows, yielding 76,499 training and 19,420 test flowlets on
our snapshot.

Table 3 summarises every strategy on the shared test split.

Table 3: Test-set comparison of all classification strate-
gies (19,420 flowlets, 6,980 LLM). The three per-
provider experts are the level-0 inputs to both over-
seers. The “4-expert” rows additionally include the
all-LLM expert. OS = overseer.

Strategy Acc. Prec. Recall F1 ROC-AUC
Expert: ChatGPT 0.789 0.920 0.451 0.605 0.916
Expert: Claude 0.768 0.905 0.394 0.549 0.919
Expert: Gemini 0.751 0.900 0.344 0.498 0.876
Single model: all-LLM 0.909 0.852 0.879 0.866 0.966
Max OS (3 experts) 0.897 0.893 0.810 0.850 0.965
Stacked OS (3 experts) 0.897 0.866 0.843 0.855 0.965
Max OS (4 experts) 0.902 0.849 0.886 0.867 0.966
Stacked OS (4 experts) 0.898 0.866 0.846 0.856 0.965

Both overseers lift recall roughly 35–45 absolute points
above any individual per-provider expert and reach essen-
tially the same operating point (F1 ≈ 0.85, AUC ≈ 0.965).
Adding the all-LLM expert to the mix does not meaningfully
move the overseers either: the 4-expert max rule gains 0.012
F1 and the stacked model gains 0.002 F1 over their 3-expert
counterparts. The XGBoost meta-learner’s feature impor-
tances make the reason explicit: mean 𝑝 and 𝑝all_llm jointly
absorb 88% of the split weight, while 𝑝chatgpt, 𝑝claude, and
𝑝gemini together account for less than 4%.
Takeaway #4: Mixture of experts is not worth the ex-
tra lift. A single all-LLM model matches the best ensemble
(F1 = 0.8655 vs. 0.8668 for the 4-expert max rule and 0.8560
for the stacked overseer) while requiring far less memory
and computation. Any unique contribution of the three per-
provider experts is subsumed by the generalist as soon as it is
trained on their pooled data; this is also why the stacked over-
seer learns to weight 𝑝all_llm and mean 𝑝 over the provider-
specific probabilities (see Table 4).

A mixture of experts may pay off more in a regime where
each provider exposed genuinely distinct, non-overlapping
packet-level patterns, and where the dataset was large and
varied enough that a single model could not absorb the union
of those patterns; with the traffic captured here, ChatGPT,
Claude, and Gemini flowlets share enough common structure
that a single classifier trained on all three generalizes at least
as well as any combination of narrower experts. We therefore
recommend the single all-LLM model for downstream use
and treat the mixture-of-experts pipeline as a negative result
that justifies the simpler design.
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Table 4: Feature importances reported by the XGBoost
meta-learner in the 4-expert stacked overseer.

Feature Importance
mean 𝑝 0.4547
max 𝑝 0.4223
𝑝all_llm 0.0652
𝑝chatgpt 0.0168
𝑝claude 0.0136
std 𝑝 0.0112
𝑝gemini 0.0078
min 𝑝 0.0054
max 𝑝 −min𝑝 0.0030

6.4 Directional Model Analysis
To evaluate the impact of directional modeling, we compare
three approaches:
• Incoming-only classifier (LLM→ client)
• Outgoing-only classifier (client→ LLM)
• Combined classifier using 𝐿𝐿𝑀 = 𝐼 ∨𝑂

Table 5: Performance comparison of best directional
models

Model Type Accuracy Precision Recall F1

ChatGPT Best Incoming 0.967 0.903 0.689 0.782
ChatGPT Best Outgoing 0.957 0.869 0.577 0.693
Gemini Best Incoming 0.927 0.847 0.852 0.850
Gemini Best Outgoing 0.941 0.833 0.722 0.774
Claude Best Incoming 0.948 0.673 0.421 0.518
Claude Best Outgoing 0.974 0.863 0.496 0.630

Table 5 presents the performance of directional models
across providers. Overall, incoming and outgoing traffic ex-
hibit distinct classification characteristics, highlighting the
asymmetric nature of LLM communication.
Incoming-only models generally achieve stronger recall,

particularly for ChatGPT and Gemini, suggesting that server-
to-client response traffic contains more distinctive temporal
and structural patterns. In contrast, outgoing-only models
often achieve higher overall accuracy but suffer from reduced
recall, indicating that client-to-server request patterns are
less reliable indicators of LLM usage.

Provider-specific trends further reinforce this observation.
For ChatGPT, incoming traffic yields the strongest detection
performance, while for Gemini and Claude, outgoing mod-
els achieve higher accuracy but continue to struggle with
recall. This suggests that while request-side patterns may be

Figure 5: Feature importance ranking for ChatGPT
classification model.

consistent enough for general classification, they lack the
richness needed to robustly capture LLM behavior.
Takeaway #5: Incoming, or server-to-client, traffic has
amore distinctive pattern than outgoing: Taken together,
these results confirm that LLM traffic is inherently asymmet-
ric. Bidirectional models, which combine both incoming and
outgoing information, consistently provide the best balance
between precision and recall by capturing a more complete
representation of LLM communication patterns.

6.5 Feature Importance
We analyze feature importance to understand which traffic
characteristics contribute most to classification performance.
Figure 5 illustrates the relative importance of features.

Numerous testing and analysis shows that the most critical
feature for LLM traffic identification across LLM providers
is the packet size—in particular, the standard deviation and
mean packet size within a flowlet. This shows that the mean
variation in the packet size of LLM flowlet is representative
of the traffic when compared to non-LLM traffic.
Takeaway #6: Packet size and its distribution are the
most defining features of LLM traffic: The distribution of
packet size standard deviation and packet size mean within
a flowlet are shown in Figure 6. The CDF for standard devia-
tion of the packet size shows that LLM flowlets are tightly
concentrated within a narrow range, with over 90 percent of
values falling between roughly 100 and 700 bytes. In contrast,
non-LLM traffic exhibits a much wider spread, with over half
of values concentrated near very low standard deviations
(close to 0) and about 40 percent distributed between 50 and
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(a) Packet size - standard deviation

(b) Packet size - mean

(c) Relationship between size and size variance of pack-
ets for LLM vs. non-LLM traffic

Figure 6: Distribution of packet size standard deviation
and mean for ChatGPT flowlets.

200 bytes. This indicates that LLM traffic tends to have more
consistent variability in packet sizes within flowlets, whereas
non-LLM packet size variability is either near 0 or a value
between 50 and 200 bytes.

Figure 6 also indicates that the mean packet size of Chat-
GPT flowlets is shifted toward higher values compared to
non-LLM traffic. The CDF shows that 60 percent of LLM
packet means are concentrated in the range of 150 to 250
bytes with the remaining means reaching up to 1000 bytes.
Non-LLM packet size means, however, are generally much
smaller, with almost 60 percent of means being below 50
bytes. Although non-LLM traffic reaches higher maximum
values, the majority of its distribution lies below that of LLM
traffic, reinforcing that LLM flowlets generally consist of
larger packet sizes on average.

6.6 General Results
Model Type Comparison: RandomForest achieves the strongest
and most consistent performance, with accuracy exceeding
91% in the combined setting and reaching up to 94% for indi-
vidual providers. XGBoost performs similarly, with slightly
lower but comparable F1 scores. In contrast, SVM exhibits
significantly lower recall across all settings, in some cases
dropping below 0.30, which results in substantially reduced
F1 scores despite moderate precision.
False Positives and False Negatives: A key aspect of our classi-
fication scheme is the granular objects under analysis. Since
we are using the component flowlets of an overall flow, the
cost incurred by false positives or false negatives is not as
severe as if we were classifying flows as a whole. A realistic
application of this work for identifying flows as being LLM
or non-LLM would use a threshold, where flagging a ratio of
flowlets above the threshold as LLM flowlets indicates that
the entire flow is LLM traffic. Thus, isolated false negatives
or positives will not lead to misclassifying an entire flow.
Flowlet Threshold Sensitivity: We evaluate how the choice
of flowlet timeout threshold 𝛿 impacts classification per-
formance. Figure 8 illustrates the relationship between the
timeout threshold and precision, recall, and F1 score. Re-
sults at the 0.1s threshold are the most consistently effective
(in line with the rest of our evaluation). Interestingly, the
precision and recall results seem to “stabilize” at the 0.1s
threshold, whereas the 0.05s and 0.2s thresholds see recall
and precision deviate much more from each other in the
same models. This analysis highlights the tradeoff between
temporal granularity and noise in flowlet construction, with
0.1s seeming to be a “sweet spot.”

6.7 Summary of LLM Traffic Characteristics
Across every experiment in this section, the same picture
emerges: LLM traffic is consistently identifiable because the
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Figure 7: Plot of false positive and false negative rates across thresholds for the best bidirectional classifiers. Results
seem to stabilize along the 0.1s threshold similarly to classification metrics.

Figure 8: Threshold impact on F1 score (upper), preci-
sion, and recall (lower) for best bidirectional models.

way LLMs deliver a response to the user is fundamentally
different from non-LLM services move data. A normal web
flow either ships a payload as quickly as the link allows,
producing a small number of large, MTU-sized packets, or it
carries short, sporadic control traffic with very small packets

and long idle gaps. An LLM response sits in a third regime
that neither pattern captures well. Because tokens are gener-
ated one at a time and streamed back as they are produced,
the server emits a steady train of moderately sized packets
(typically a few hundred bytes), bottlenecked by the model’s
generation cadence rather than by the network’s congestion
control. When compared to other streaming traffic, such as
video or music streaming, the relatively slow throughput of
LLM responses stands out. This is exactly what our feature
importances pick up on: the standard deviation and mean
of packet size dominate, with inter-packet-time variability,
total bytes, and flowlet duration close behind. Figure 6 shows
this; non-LLM flowlets pile up at very small mean packet
sizes with low variance (control traffic) or at very large ones
(bulk transfer), while LLM flowlets concentrate in the 200–
400 byte range with a characteristic, non-zero spread that
reflects per-token chunking.
The client side of an LLM session is less characteristic,

as prompts are sent instantly, so essentially all of the dis-
criminative structure lives on the incoming, server-to-client
direction, which is why our incoming-only models recover
most of the bidirectional performance. Crucially, the same
fingerprint generalises across providers: ChatGPT, Claude,
and Gemini all use streamed, token-by-token delivery over
TLS/QUIC, and our combined-classification results show that
a single model trained on all three providers matches the
best mixture-of-experts ensemble. In other words, what our
classifiers are really learning is the shared statistical signa-
ture of interactive token streaming, which is an architectural
property of how today’s LLM services are built and why
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classification remains consistent across providers, flowlet
thresholds, and model families.

7 Discussion
Taken together, the results show two compatible facts about
LLM flowlets. First, each per-provider expert is a strong de-
tector of its own provider’s traffic: ChatGPT, Claude, and
Gemini are all recognized with precision above 0.90 by their
dedicated classifiers, confirming that each service leaves
a consistent packet-level fingerprint and that our feature
pipeline is expressive enough to capture it. Second, when
a single classifier is trained on all three providers at once
it reaches essentially the same accuracy and F1 as either
overseer, which tells us that the three fingerprints, while in-
dividually distinctive, overlap heavily in the statistical regime
our features measure (burst timing, chunked token streams,
small control-packet tails). The net interpretation is that LLM
traffic is detectable, and the provider within LLM traffic is also
detectable, but the two tasks are not additive: once a model
has learned the shared “LLM-ness” signal from any one of
the providers, adding the other two contributes far more by
broadening its coverage than by introducing genuinely new
patterns for a mixture-of-experts stage to exploit.

7.1 Flowlet to Flow Aggregation
While the classification models we created operate at the
flowlet level, practical deployment requires classification at
the level of full network flows. Because individual flowlets
capture only partial segments of a connection, single flowlet
misclassifications (false positives or false negatives) may
not reflect the true behavior of the overall flow. To address
this, we aggregate predictions across all flowlets in the same
5-tuple flow to produce a final flow-level classification.
We apply a majority voting scheme, where a flow is la-

beled as LLM traffic if the majority, i.e., over 50 percent, of
its constituent flowlets in a flow are classified as LLM. This
approach reduces sensitivity to noise and improves robust-
ness to isolated errors in classification. In particular, our
research shows the LLM flowlet classification typically has
higher precision compared to recall. This means that when
the model predicts a flowlet as LLM-generated, it is usually
correct (lower false positive rate). However, the model fails to
identify a nontrivial portion of actual LLM flowlets, leading
to a higher false negative rate.
This impacts classification by making aggregation more

conservative, where flows containing LLM traffic may require
a sufficient number of correctly identified flowlets to surpass
the majority threshold, otherwise they risk being misclas-
sified as non-LLM. However, consistent misclassification
across multiple flowlets can still propagate to the flow level,
having bigger impact than isolated incorrect classifications.

From a systems perspective, flow-level classification pro-
vides a natural interface for integration with cloud providers
and network monitoring. Aggregated predictions enable
more reliable downstream decisions, such as traffic char-
acterization and anomaly detection. Overall, aggregation
improves classification stability and accuracy, serving as a
critical step for practical flow classification.

7.2 Extension to Broader Privacy Works
As mentioned earlier, a key goal of this research is to link ex-
isting LLM privacy research to a more expansive application
space by eliminating the restrictive assumption that traffic
has already been classified as LLM traffic. By providing a
methodology to determine whether a traffic flow represents
LLM traffic or not within encrypted networks, we argue that
previously-researched privacy attacks on LLM services may
be extended from isolated test settings to real-world mixed-
traffic deployments. For example, Weiss et al.’s 2024 work
assessing a token-length side-channel attack on ChatGPT-
4 was able to infer the topic of 55% of analyzed responses,
but they explicitly assumed that the classification step was
already done. Their threat model positions an eavesdropper
between a client and an LLM service, where the eavesdropper
already knows that the target is communicating with an LLM
[33]. This is an assumption that is fundamentally difficult
to satisfy in practice, but one that our methodology directly
enables. We propose that most similar network-based LLM
privacy works, like McDonald & Bar’s 2025 Whisper Leak
and Carlini & Nasr’s 2024 timing attacks, may have their
scope broadened in a similar fashion [3, 16].

7.3 Relevancy as LLMs Evolve
We believe our tools, approaches, and techniques remain
relevant even when LLM providers change their protocols or
models in the future. Since LLM services are relatively new,
it is true that models, protocols, and hardware and software
infrastructure would likely change for performance reasons,
patches in response to jailbreaks, or releases of their newly
trained LLMs [5]. To accurately classify LLM provider traffic
over time, one would need to constantly be collecting data
on all providers they want to track. We believe our overall
pipeline, including data collection scripts, data preprocess-
ing, model training and application can be easily reapplied
to updated or new LLM providers. However, it is also inter-
esting to note that changes to application protocols occur
less frequently than anticipated—for example, Zoom traffic
filtering and analysis tools from Michel et. al from 2022 [17]
still work seamlessly in 2026.
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7.4 Limitations
Our results should be interpreted in light of several important
considerations.
Limited dataset and LLM providers: The LLM traffic con-
sists of only a small set of providers and collection settings.
The non-LLM traffic, while broader, still does not capture
full-range, large-scale traffic. Our work should be considered
as the first step towards a universally reliable LLM traffic
detector, which must be evaluated against a larger and more
diverse set of LLM and non-LLM traffic datasets.
Information loss via flowlet abstraction: Our analysis
operates on a flowlet abstraction rather than raw packet
sequences. This was a practical choice that substantially re-
duces data volume and makes large-scale feature extraction
and model training tractable. However, it necessarily com-
presses the temporal structure and may discard information
that a packet-level model could exploit. Exploring the trade-
off between efficiency and model performance would be an
interesting future work.
Possible change in protocol and how users interact
with web-based LLM services: The “chat” interface para-
digm has been well-established, thus, we anticipate that large
provider-side protocol changes are not likely in the short
term. However, our models implicitly assume a degree of sta-
bility in how services stream responses. Although unlikely
in the short term, substantial changes to chunking, timing,
or transport behavior could weaken our performance.
Active traffic manipulation: A user or provider familiar
with our approach and model could obscure LLM traffic and
hinder identification through padding, timing perturbation,
tunneling, or traffic morphing. However, this is true for any
traffic classification or identification work. We justify this
limitation by noting that our system is not intended as a
detector for sophisticated adversaries or users who want to
hide their traffic due to privacy concerns. We strive for use
cases where fast and accurate LLM traffic identification is
beneficial for both network administrators and users.

7.5 Future Work
There is substantial room to extend this work. The most im-
mediate extensions fall into three categories: enlarging and
diversifying the dataset, moving beyond per-flowlet classi-
fiers, and real-world deployment on an operational network.
Dataset extension. The majority of our dataset consists
traffic exchange with US-based website and services. Addi-
tionally, this study is limited to three LLM services: ChatGPT,

Claude, and Gemini. An interesting follow-up study could ex-
plore adding more diverse websites, applications, and more
LLM service providers.
Beyond traditional classification models. More system-
atic hyperparameter search and calibration would tighten
our precision/recall trade-off, but larger gains may come
from sequence models (e.g., RNNs, temporal convolutional
networks, or small transformer encoders) that consume raw
packet data over time rather than aggregated Markov fea-
tures. However, such models have higher overhead and incur
longer inference latency compared to traditional classifica-
tion models. It would be interesting to examine the tradeoff.
Real-world deployment and line-rate classification.Our
work has not yet been tested on a large enterprise network,
and our pipeline is not optimized for ingesting and process-
ing traffic in real time. We believe the components in our
pipeline could run as XDP/eBPF or a DPDK program at the
edge. Recent advancement in SmartNICs are also promis-
ing. Previous work on in-network ML systems enables run-
ning classification models at line-rate on P4-programmable
switches [2, 11, 13, 28, 34, 35, 37–40],

8 Conclusion
This research addresses the fundamental challenge of iden-
tifying browser-based LLM traffic within encrypted enter-
prise networks. While existing side-channel research often
assumes traffic has already been classified as containing
an LLM, we propose a methodology to perform the initial
identification amidst the noise of general Internet traffic. We
developed a comprehensive pipeline for data collection using
tshark and Selenium bots to generate human-like traffic by
querying ChatGPT, Gemini, and Claude with diverse prompt
chains to be sent to a MongoDB database. To evaluate these
services against regular Internet activity, non-LLM traffic
was collected from the top 100 websites to create a balanced
dataset of 674,852 flowlets. Classification is performed using
seven metadata-based features, including packet size mean
and standard deviation, inter-packet time mean and stan-
dard deviation, total bytes, duration, and packet count using
Random Forest, XGBoost, and SVM ML models, achieving
accuracies between 81% and 98% with reasonable recall and
precision. We experimentally determined that 0.1s flowlet
threshold was optimal and that incoming traffic from the
LLM achieves higher recall. We finally trained single models
and MoE approaches for general LLM classifiers, achieving
similar results. Overall, our research lays the groundwork for
network administrators to monitor LLM usage in restricted
environments without the need for invasive packet inspec-
tion and enables further LLM website fingerprinting and
side-channel attack research.
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APPENDIX
A Ethics
This work does not raise any ethical issues. All training data
comes from authors’ own network packet captures collected
from personal devices. Network traffic is generated via au-
tomated Selenium-based scripts that visit and interact with
LLM and non-LLM websites. There was no sniffing of non-
consenting party traffic.

B Threshold Results
The following subsections provide complete results for all
models that were trained and evaluated as part of this re-
search.

B.1 0.05s Threshold
The 0.05s threshold yielded the weakest results of the three.
This was an unexpected finding, as we believed that more
fine-grained flowlets would enable better training. It is pos-
sible that the lower timeout instead accentuated the effects
of packet reordering on the flowlet features. Results are il-
lustrated in Table 6.

Direction Model Accuracy Precision Recall F1

Gemini

Bidirectional Random Forest 0.862 0.666 0.868 0.754
Bidirectional XGBoost 0.848 0.644 0.841 0.729
Bidirectional SVM 0.817 0.662 0.508 0.575
Incoming Random Forest 0.922 0.848 0.827 0.837
Incoming XGBoost 0.919 0.850 0.808 0.828
Incoming SVM 0.838 0.781 0.459 0.578
Outgoing Random Forest 0.923 0.849 0.769 0.807
Outgoing XGBoost 0.914 0.840 0.726 0.779
Outgoing SVM 0.846 0.792 0.351 0.486

ChatGPT

Bidirectional Random Forest 0.949 0.832 0.771 0.800
Bidirectional XGBoost 0.939 0.783 0.746 0.764
Bidirectional SVM 0.898 0.702 0.407 0.515
Incoming Random Forest 0.953 0.932 0.530 0.676
Incoming XGBoost 0.949 0.882 0.520 0.654
Incoming SVM 0.907 0.875 0.003 0.005
Outgoing Random Forest 0.968 0.888 0.730 0.801
Outgoing XGBoost 0.964 0.859 0.710 0.778
Outgoing SVM 0.928 0.669 0.356 0.465

Claude

Bidirectional Random Forest 0.934 0.823 0.635 0.717
Bidirectional XGBoost 0.927 0.779 0.623 0.692
Bidirectional SVM 0.879 0.834 0.092 0.166
Incoming Random Forest 0.957 0.764 0.542 0.634
Incoming XGBoost 0.956 0.745 0.542 0.628
Incoming SVM 0.935 0.813 0.072 0.132
Outgoing Random Forest 0.966 0.847 0.450 0.588
Outgoing XGBoost 0.963 0.789 0.428 0.555
Outgoing SVM 0.946 0.692 0.009 0.017

Table 6: 0.05s threshold model performance across
providers and traffic directions. Best values per sec-
tion are highlighted in green.

B.2 0.1s Threshold
Classification results (illustrated in Table 7) at the 0.1s thresh-
old had a very wide range of performance, with F1 scores
from 0.025− 0.930. Incoming traffic had the highest classifia-
bility scores across all providers, where Gemini, ChatGPT,
and Claude models had peak scores of 0.930, 0.906, and 0.902
respectively. Unlike at the 0.2s threshold, Claude models had
high classification scores that matched other providers, while
Gemini remained the most consistently classifiable overall.
Random Forest and XGBoost were the most effective across
providers with SVM consistently trailing behind.
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Direction Model Accuracy Precision Recall F1

Gemini

Bidirectional Random Forest 0.906 0.863 0.881 0.872
Bidirectional XGBoost 0.903 0.858 0.877 0.867
Bidirectional SVM 0.847 0.859 0.690 0.766
Incoming Random Forest 0.944 0.964 0.899 0.930
Incoming XGBoost 0.941 0.961 0.896 0.927
Incoming SVM 0.867 0.916 0.749 0.824
Outgoing Random Forest 0.923 0.812 0.789 0.801
Outgoing XGBoost 0.927 0.818 0.801 0.810
Outgoing SVM 0.884 0.762 0.591 0.665

ChatGPT

Bidirectional Random Forest 0.962 0.926 0.844 0.883
Bidirectional XGBoost 0.958 0.921 0.827 0.871
Bidirectional SVM 0.915 0.786 0.688 0.734
Incoming Random Forest 0.974 0.951 0.865 0.906
Incoming XGBoost 0.970 0.916 0.866 0.890
Incoming SVM 0.883 0.835 0.218 0.346
Outgoing Random Forest 0.955 0.919 0.397 0.554
Outgoing XGBoost 0.954 0.884 0.400 0.551
Outgoing SVM 0.930 0.808 0.013 0.025

Claude

Bidirectional Random Forest 0.943 0.819 0.814 0.817
Bidirectional XGBoost 0.945 0.826 0.823 0.824
Bidirectional SVM 0.920 0.790 0.666 0.723
Incoming Random Forest 0.984 0.902 0.902 0.902
Incoming XGBoost 0.983 0.895 0.902 0.899
Incoming SVM 0.950 0.731 0.637 0.681
Outgoing Random Forest 0.947 0.724 0.675 0.699
Outgoing XGBoost 0.951 0.744 0.701 0.722
Outgoing SVM 0.936 0.677 0.573 0.620

Table 7: 0.1s threshold model performance across
providers and traffic directions. Best values per sec-
tion are highlighted in green.

B.3 0.2s Threshold
The 0.2s flowlet partition threshold (illustrated in Table 8)
gave us moderately successful results, with F1 scores rang-
ing from 0.075 − 0.890. There is a noticeable discrepancy
across providers, with Claude classification models perform-
ing significantly worse than ChatGPT and Gemini models.
Our results demonstrate Gemini as the easiest to classify at
the 0.2s threshold and Random Forest as generally the most
effective model across providers.

Direction Model Accuracy Precision Recall F1

Gemini

Bidirectional Random Forest 0.915 0.914 0.867 0.890
Bidirectional XGBoost 0.909 0.905 0.861 0.882
Bidirectional SVM 0.801 0.852 0.599 0.703
Incoming Random Forest 0.909 0.847 0.759 0.801
Incoming XGBoost 0.927 0.847 0.852 0.850
Incoming SVM 0.843 0.886 0.403 0.554
Outgoing Random Forest 0.941 0.833 0.722 0.774
Outgoing XGBoost 0.931 0.791 0.696 0.741
Outgoing SVM 0.896 0.711 0.439 0.543

ChatGPT

Bidirectional Random Forest 0.939 0.936 0.732 0.821
Bidirectional XGBoost 0.938 0.926 0.738 0.821
Bidirectional SVM 0.871 0.829 0.412 0.551
Incoming Random Forest 0.967 0.903 0.689 0.782
Incoming XGBoost 0.964 0.868 0.687 0.767
Incoming SVM 0.937 0.983 0.267 0.421
Outgoing Random Forest 0.957 0.894 0.561 0.689
Outgoing XGBoost 0.957 0.869 0.577 0.693
Outgoing SVM 0.926 0.629 0.303 0.409

Claude

Bidirectional Random Forest 0.944 0.768 0.627 0.690
Bidirectional XGBoost 0.943 0.773 0.611 0.683
Bidirectional SVM 0.912 0.771 0.158 0.263
Incoming Random Forest 0.948 0.673 0.421 0.518
Incoming XGBoost 0.944 0.618 0.408 0.491
Incoming SVM 0.931 0.358 0.042 0.075
Outgoing Random Forest 0.974 0.863 0.496 0.630
Outgoing XGBoost 0.970 0.761 0.481 0.590
Outgoing SVM 0.960 0.762 0.134 0.227

Table 8: 0.2s threshold model performance across
providers and traffic directions. Best values per sec-
tion are highlighted in green.

C Dataset
We present our resulting dataset in three separate divisions
for the three thresholds. All data collected is represented in
all three flowlet thresholds - if a flowwas collected that repre-
sented streaming from a ChatGPT query, then it would have
flowlet representations for all three thresholds. High-level
information on our training dataset is represented in Table 9
alongside derived and per-threshold/provider information
in the following tables.
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C.1 Core Statistics

Traffic class Flowlets Dur. med. Dur. mean Pkts med. Pkts mean Bytes mean

All flowlets 674,852 0.011 0.082 3 21.072 15,001
LLM 334,428 0.008 0.061 2 16.875 13,260
Non-LLM 340,424 0.013 0.102 4 25.195 16,711

Table 9: Core dataset statistics

C.2 Derived Statistics

Traffic class Mean pkt size Pkt size std Mean IPT IPT std

All flowlets 223.1 160.3 0.011 0.009
LLM 236.0 188.2 0.010 0.006
Non-LLM 210.4 132.9 0.011 0.011

Table 10: Derived dataset statistics

C.3 Threshold Aggregates

Threshold Flowlets Mean dur. Median dur. Mean pkts Mean bytes

0.05 269,419 0.043 0.009 17.4 12,344
0.10 213,001 0.073 0.011 21.7 15,501
0.20 174,400 0.156 0.025 26.3 18,618

Table 11: Per-threshold aggregates

C.4 Per-Provider Aggregates (LLM Only)

Provider Flowlets Captures Median Dur. (s) Median Pkts Median Bytes

Gemini 129,408 20 0.007 2.0 356
Claude 108,807 17 0.007 2.0 211
ChatGPT 96,213 15 0.017 2.0 423

Table 12: Per-provider aggregate statistics for LLM-
generated flowlets.

C.5 Figures
The following figures illustrate the patterns mentioned in
the paper, such as threshold/flowlet count relationships (Fig-
ure 13) and provider-to-flowlet sensitivity relationships (Fig-
ure 12). These figures were generated using a Jupyter note-
book that took in a snapshot of our dataset, and they are
thus reproducible should the dataset change or be developed
upon in the future.

Figure 9: Flowlet count by threshold

Figure 10: Mean packets per flowlet by threshold

Figure 11: Mean flowlet byte count by threshold (total
bytes)
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(a) Flowlet count per provider
by threshold

(b) Median flowlet duration
per provider by threshold

(c) Median flowlet byte count
per provider by threshold

(d) Threshold by provider leg-
end

Figure 12: Threshold sensitivity by LLM provider.

Figure 13: Ratio of packet count to flowlet count for
each provider as threshold varies

Metric 0.05 0.1 0.2

Captures 43 43 43
Flowlets 276,739 219,069 179,044
Unique Flows 65,834 63,086 66,097
Flowlets/Flow 4.20 3.47 2.71
Total Packets 4,791,114 4,730,024 4,699,385
Total Bytes 3,408,671,517 3,384,733,294 3,329,970,604
LLM Flowlets (%) 139,687 (50.5) 110,804 (50.6) 83,937 (46.9)
Avg Duration (s) 0.0423 0.0723 0.1539
Table 13: Overview of training flowlet dataset, gener-
ated via DB snapshot and Python script

D Collection Methods
Data was manually collected via two main scripts. We ran
the selenium_bot.py script alongside our capture script to
issue human-like prompts to the three browser-based LLM
services under test. This generates the packets that end up
in our database flowlets, mimicking the chain-of-though
prompting that human-LLM interaction generally follows. It
is key that the user turns off the "Secure DNS" option in the
undetected chromedriver browser and that the browser use
the same SSLKeyLogFile.txt that the capture script refers
to for LLM-to-IP mappings. The pseudocode description for
this script is in Algorithm 1.

Algorithm 1 Automated Selenium LLM Interaction Bot
Require: target ∈ {ChatGPT, Gemini, Claude}, SSLKeyLog-

File 𝑆 , JSON Prompt Bank 𝑃
Ensure: Collected query–response traces
1: Set environment variable SSLKEYLOGFILE← 𝑆

2: Initialize Selenium WebDriver (undetected Chrome)
3: Load prompt chains from 𝑃

4: Open target LLM website
5: Wait for manual login
6: for each prompt chain do
7: Open new browser tab (new conversation)
8: Shuffle prompts in chain
9: for each prompt do
10: if prompt has PDF attachment then
11: Select random PDF
12: Upload file to LLM UI
13: end if
14: Type prompt (optionally with noise)
15: Send prompt
16: Wait for model response completion
17: end for
18: end for
19: Close browser session

The live_capture_to_db.py script executes a tshark
command based on the IP range and interface passed, in-
gests and assigns packets to flows based on 5-tuple keys,
partitions flows into flowlets based on our three threshold
values, and pushes flowlet objects with derived measure-
ments to the MongoDB document corresponding to the cap-
ture and threshold. While all of this is happening, the script
also checks for any LLM-to-IP mapping visible through DNS
or SNI queries. This script was used for both LLM and non-
LLM traffic capture, and Algorithm 2 describes the script in
pseudocode.
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Algorithm 2 Live Multi-Threshold Flowlet Capture
Require: ip_range, interface, timeout 𝑇 , mongodbConnec-

tion𝑀 , sslKeyLogFile 𝑆
Ensure: Database exists and contains captures
1: Initialize database session using𝑀
2: Resolve capture network from ip_range
3: Build tshark command w/ interface and sslKeyLogFile 𝑆
4: Initialize𝑚𝑎𝑝𝐿𝐿𝑀 = {}
5: Spawn separate thread for 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 ∈ {0.05, 0.1, 0.2}
6: Start packet capture process
7: while process is running do
8: if 𝑡𝑖𝑚𝑒𝑜𝑢𝑡 is set AND 𝑡𝑖𝑚𝑒𝑜𝑢𝑡 exceeded then
9: Terminate capture process
10: break
11: end if
12: Read next packet from tshark output
13: Parse packet fields (IP, ports, DNS, timestamp, etc.)
14: if packet contains LLM indicator then
15: add LLM-to-IP mapping to𝑚𝑎𝑝𝐿𝐿𝑀
16: end if
17: Append packet to flow buffer by flow key
18: if inter-arrival time > threshold then
19: Compute features:
20: duration, packet count, etc.
21: Insert flowlet into MongoDB via𝑀
22: if document exceeds size limit then
23: Rotate capture collection
24: end if
25: end if
26: end while
27: Flush remaining flow buffers
28: Commit final capture metadata (𝑚𝑎𝑝𝐿𝐿𝑀 , status)
29: Terminate tshark process
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